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Device Descriptor: Device Descriptor:
bLength 18 bLength
bDescriptorType 1 bDescriptorType
bcdUSB . bcdUSB
bDeviceClass 0 bDeviceClass
bDeviceSubClass 0 bDeviceSubClass
bDeviceProtocol 0 bDeviceProtocol
bMaxPacketSize0® 8 bMaxPacketSize0 8
idVendor 0x039 N idvendor oxof39 NG
idProduct 0x0211 idProduct 0x0211
bcdDevice 0] 0] bcdDevice

itManufacturer 1 iManufacturer
iProduct PA  Original product name iProduct

i1Serial (0] iSerial
bNumConfigurations 1 bNumConfigurations
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If you get the patched ... Or update the “patched”
keyboard ... firmware to your keyboard
without even knowing ...

S

— Patched
[TITITITI " firmware

11 | |
Patched -
keyboard And use it

\ / 17 —| Patched
1111 | ||

LTI keyboard
1 L1
(n]
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The hacker could get your ... or the hacker could take over
keystrokes your computer sub_5864

PUSH {R4, LR}
LDR R2, =word_2000008E
n MOVS R1, #0x28 ; '(°

STRH R1, [R2]
T CEE—
1111111

BL real_key_press
[T

Original program with code cave

; End of function sub_5864

POP {R4,PC}
L1 |l |

g Al

G fastcall press_key wrapper(char =)

r
{R4,LR}

q x I‘II } H I AL -6—'_ ! = — CODE CAVE R2, =word_2000008E
?‘ — —— R1, #@x28 ; "(' ; Keypatch modified this from:
1' L I 2 AN L. O ® 5 MOVS R1, #0x28
EMPTY ; Keypatch modified this from:
3 MOVS R1, #Bx38 ; "8°
Al C = OI .I.I:IOIO-I R1, [R2]
2 EH ;I E ° SPACE sub_8@08 ; Keypatch modified this from:

; BL real_key press
{R4,PC}
tion press key
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